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[O] UserGate SUMMA
& CJIATAEMbIE BE3OMACHOCTM

DKoCKCTEMA PELLIEHNI AN1A KOMMJIEKCHOTo noaxoda K obecrneyeHnto MHPopMaLNOHHON 6e30nacHOCT
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EAVHBIV LIEHTP YMPABJIEHMA SKOCUCTEMOW BE3OMACHOCTW USERGATE SUMMA V|H¢0pMaL_lV|0HHa;| 6e3onacHoOCTb

UserGate Management Center - ueHtpanvsoBaHHas
cucTema ynpasneHua skocuctemon 6esonacHoctu UserGate
SUMMA KopnopaTuBHOIo YpOBHsA.

YaobHas crcTema OpKeCcTPUMPOBaHKA, aBToMaT13aLNK UserGate Management Center ocyLjecTsnaeT

1 pearmpoBaHunA Ha cobbITUA 6e30MacHOCTH, Nexallas LieHTPanM30BaHHOE yrpaBieHue BCeMY KOMMNOHEHTaMM
B ocHoBe UserGate Management Center, no3sondaet UserGate SUMMA. AOMWUHUCTPATOP CETU 13 eANHON
NPVIMeHWTb K Ballei [T-MHGPaCcTPyKType COBPEMEHHYIO TOYKU MOXKET YCTaHaBIMBATb HEOOXOAVMbIE HACTPOWIKM
KoHLenumo nHpopmaLmoHHon besonacHocT SOAR 1 CO3[aBaTb MNOMNTUKM LOCTYNa, KOTOPbIE MPUMEHNMbI
(Security Orchestration, Automation and Response) K rpynnam nonb3oBaTenern 1 yCTPpOMCTB BHYTPK

B pamkax akocucTembl UserGate SUMMA. KOPMOpPaTBHOWM CETH.

OCHOBHbIE BO3SMOXHOCTH
UserGate Management Center

PoneBoi goctyn
aAMUHNCTPATOpPOB
;l:;;g::::gsauuoe MynbTYTEHAHTHOCTb NO3BONAET

UserGate Management Center
CO3AaBaTb He3aBUCKMble
poX 00nacTv ynpasneHnsa ans
PasHbIX OpraHn3aLnii nau
noApasfeneHnia, a TakKe
CO3/aBaTb pasHble NPoGUu
AAMUHUCTPATOPOB
C OTINYAIOLLMMMCA MaTpULaMN
npas 1 gocTyna.

UserGate Management Center bepeT

Ha cebAa ynpasneHve BCeMr NPOAYKTaMu
3KocncTembl 6esonacHocTn UserGate
SUMMA: UserGate NGFW, UserGate Log
Analyzer, UserGate Client. 310 obecneuvigaet
BO3MOXHOCTb Kak MPAMOro ynpasneHua
KarkOW OTAEeNbHOW MHCTaNNAUMEN, Tak

1 NPUMEHEHVA TPYMNNOBBIX NONMUTUIK
1 WabnoHOB.

KoHTponb o6HOBREHMI

ABTOMaTun3auusa npouecca
6e3onacHoOCTU UserGate Management Center
MOKET YNpaBNATb NOAUTUKON
OOHOBNEHNIA, yCTaHaBNMBATb
YTBEPXAEHHbIE BEPCUY,
HacTpamBaTb pacnucaHme
obHoBNeHWiA. bnarogapa atomy
GyHKUMOHany noaenAeTca
BO3MOXHOCTb MIaHMPOBATb
nposeaeHne paboT no
0OCNYKMBAHNIO NPOYKTOB
6e30MmacHoCTH.

B coueTaHun C NCnonb3oBaHvem
UserGate Log Analyzer nossnseTca
BO3MOXHOCTb HAaCTpavBaTb
aBTOMATUUECKME peakLmm

Ha NpouncxoaaLLme cobbiTHA
6e30MacHOCTV B CeTH, Takme Kak
noMelLEeHVe YCTPOWCTB B KapaHTWH,
OnokmpoBaHve IP-anpecos,
bnokunposarve URL-agpecos

1 He TOMbBKO.

UnuTerpauna B ctpyktypy Ub

OtkpbiToit APl nossonsaeT UserGate Management
Center MHTErp1poBaTbCA B OOLLYI0 CTPYKTYPY
MPOLIeCCOB MHHOPMALIMOHHOM 6e30MacHOCTK

B pamkax koHuenuumn SOAR (Security Orchestration,
Automation and Response).
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MexaHun3mbl NCNOJIb30BaHNA
UserGate Management Center

Qunuan

UserGate Management Center

EAVHBIA LIEHTP YNPABNEHWA SKOCUCTEMOW BE3OMACHOCTU USERGATE SUMMA
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OcHOBHbIe PYyHKLUN
UserGate Management Center
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EanHbin cepsep  Ynpasnernue scemu  [prmeHeHne
yrnpaBneHua KOMMOHEHTamu OBLMX NOANTUK
3KOCUCTEMBI M HaCTpoeK
6e3onacHoCTK
UserGate SUMMA

MopoaepxKa CoszpaHve

YnpasneHne

pacnpeneneHHoro YyHnpaBaaemMblixX Knacrtepamm

napKa MexceTeBblx  obnacTe
JKpaHoB
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EAVHBIVI LIEHTP YMPABJIEHMA SKOCUCTEMOW BE3OMACHOCTW USERGATE SUMMA VIHd)OpMaLI,I/IOHHaH besonacHoOCTb

[TocTaBndAeTca B BUAeE:

— O6nauHan
nnatpopma
BupTtyanbHas
nnatpopma
AnnapaTHas
nnatpopma

O6bnayHasa nnatdopma UserGate

Vil NGFW Management Center — yHV1BEPCaNbHbIN
MEXaHW3M ynpaBneHus 6e30macHOCTbIo
rMbpYAHOM MHBPACTPYKTYPON 13
eAnHON TouKW. [MbKoe poneBoe
yrpaBneHvie MOXeT ObiTb

UserGate Management

acrnpeneneHo Mexay CeTeBbiMU
AnnapatHasa nnatdopma UserGate Center MOXeT 6bITb bacnpen ol
y aOMMHMCTPaTOPamMV OpraHm3aLmnm
Management Center obecneymsaet Pa3BEPHYT Ha BUPTYalbHOWM
VAN NePeAaHO Ha ay TCOPCUHT.
yMNpaBfeHWE 1 MOALEPXKKY MHGPACTPYKTYpe 3aKasymiKa.

PelleHve No3BosseT CBA3aTb BOSAMHO
anmnapaTHble 1 BUPTYasbHble LWITo3bl,
pa3mellieHHble Ha TIOKaNbHbIX
nollaakax 1 B obnakax, 1 peann3oBatb
KoHUenuuto SD-nepumMeTpa C HyneBbIM
JloBepyem.

pacripefeneHHoro napka MexceTeBbix
SKpaHOB HOBOro nokoneHua UserGate
ANa opraHu3aLmm noboro macitaba

1 nx drnranos.

UserGate Management Center Takxke NOCTaBNAETCA MO MOAeNM

besonacHocTb «be3zonacHoOCTb Kak ycnyra» (SECaa$).

Kak ycnyra

JInnenka peweHnn UserGate ceptuduymporaHa OCTIK Poccum 1 HaxoanuTca B eGUHOM peecTpe
oTevecTBeHHoro MO.
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NMpoayKTbl 3KOCUCTEMDI
UserGate SUMMA

UserGate NGFW e

MexxceTeBon 3KpaH HOBOroO nokoneHua UserGate npeno-
CTaBnsAeT GyHKLMUM 6e30MacHOCTU Ans ceTel noboro dop-
maTa 1 pasmMepa, obecneunsan MakcmanbHyto BUAMMOCTb
COObITWI 1 BBICOKMI YPOBEHb 3alinThbl OT yrpo3. OrpoOMHYto
POJIb B MOCTPOEHNM 3alLUMLLEHHOW MHOPACTPYKTYPbI Urpa-
€T BO3MOXHOCTb YBMAETD, MPOAHaNM3MpOoBaTh 1 MHTepnpe-
TUPOBATbL BCE COOBITMA HE30MACHOCTM, K KOTOPbIM OTHOCAT-
CA NEeNCTBMA NONb30BaTeNen, MPUNOKEHNU 1 YCTPOMUCTB.
[nga 3TOro HeobxoaMMo 0becneunBaTb KauecTBeHHYIO

1 NpOn3BOANTENBHYIO MHCMEKLUMIO SSL-TpaduiKa. bnarogaps
nepenoBbiM TexHonornam UserGate mMexceTeBOV aKkpaH
HOBOTrO NOKOMNEHVsA MOXeT AellndpoBaThb BeCh TPADUK,
Bkmoyaa TLS 1.3 n TLS GOST.

UserGate Management Center e

LleHTpanv3oBaHHaA c1ucTema ynpaBneHna SKkOCUCTEMON
6e3onacHocTn UserGate SUMMA KopnopaTrBHOIO YPOBHS.
C nomouybto UGMC HacTpanBatoTca BCe NapameTpbl
paboTbl MeXxceTeBbIX SKpaHOB UserGate: ceTeBble
HaCTPOWKK, MPaBWIa MEXCETEBOIO 3KPaHNPOBaHWA,
KOHTEHTHOW GUABLTPALINK, CUCTEMBI OOHAPYXKEHNA
BTOpXKEHMN 1 apyrue. UserGate Management Center
MO3BOMAET CUCTEMATM3MPOBATL MOAXOL K COCTaBAEHMIO
HacTpoekK Yepes npumMeHeHe WabnoHOB, a Takke
NPO3PaYHO NPUMEHNTD STU HACTPOMKK Ha BbIOPaHHOW
YacTK NapKka MeXceTeBbIX 3KpaHOB. Cpean OCHOBHbIX
dyHKumn UGMC: ueHTpan13oBaHHoe ynpasnexve,
aBTOMaTM3aLmMA 6e30MacHOCTI, PONEBOW AOCTYN
AOMVHUCTPATOPOB, KOHTPOb OOHOBEHWIA.

Mopaynb IDPS UserGate o

[1na obHapyKeHWs BpeaOHOCHOW aKTUBHOCTY Npeanpus-
TVAM HEOOXOAMMO NMPOBOANTL HEMPEPbIBHbBI MOHUTOPWHT
Tpaduka. B 5ToM nomMoraioT cpeacTBa 0OHapyKeHMs

1 NpefnoTepatleHns BTopxeHnit (COB nnun IDPS).

B coctase UserGate NGFW npucyTcTByeT COBCTBEHHDIN
BbICOKOMPOW3BOANTENBHBIM MoAyNb COB/IDPS. AamuHN-
CTPATOP MOXET CO3AaBaTb Pa3fyHble HAbOPbI CUTHATYP,
peneBaHTHbIX A/1A 3alWTbl ONpeaeneHHbIX CEPBUCOB,

1 3aAaBaTb NpaBwWIa, onpeaenatLlme AencTBuUA AnA Bbl-
BpaHHOro TMna Tpaduika, KOTOPLIN ByAeT NPOBEPATLCA

B COOTBETCTBUM C Ha3HaYeHHbIMM NPOGUIAMM.

UserGate Management Center
EZIVHBIA LEEHTP YMPABJIEHWA SKOCUCTEMOW BE3OMACHOCTW USERGATE SUMMA

UserGate Log Analyzer o
(SIEM, IRP, SOAR)

CoBpeMeHHbIV NaHAWwadT Yrpo3 HAaCTONbKO pazHoobpa-
3€H 1 AHAMUYEH, UTO YiKe He JOCTAaTOYHO MCMOb30BaTh
TONbKO H6a30Bble CpeAcTBa 0becneyeHns 6e30MacHOCTW.
UserGate Log Analyzer (LogAn) coueTaeT B cebe dyHK-
umn SIEM (Security Information and Event Management)
1 IRP (Incident Response Platform), uto npefoctasnset
BO3MOKHOCTU 18 COOpa NOroB 1 COOLITUIA, MOWCKa
NHUMAEHTOB M pearMpoBaHna Ha HVX. YaobHas cucTtema
OPKeCTpUpOBaHMs, aBTOMaTU3aLMN 1 PearnpoBaHs Ha
COObITVA 6e30MaCHOCTY NO3BOSIAET TakKe peann3oBaTb
koHuenuwmio SOAR (Security Orchestration, Automation
and Response) B pamkax skocucTembl UserGate SUMMA.

UserGate Client e
(EDR, ZTNA, NAQ)

MporpammHoe obecneveHne knacca Endpoint
Detection & Response (EDR) ana KoHeUHbIX yCTPOWCTB.
UserGate Client obecrneunsaeT BUANMOCTb CODbITIN
6e30MacHOCTU, KOHTPOSb W CETEBOW AOCTYM C HYNIEBbIM
nosepuem (Zero Trust Network Access). [MporpaMmHbii
NPOMAYKT LIEHTPANM30BAHHO Pa3BePTLIBAETCA Ha ThiCA-
yax yCTPOMCTB, OCYLLeCTBAAET COOP NIOroB, KypPHaNoB
n otyeToB AnA SIEM-cuctemsl UserGate Log Analyzer,
no3sonsaeT HbICTPO U 6E30MACHO NOAKMOYATECH K KOP-
nopatveHbIM cetam no VPN-TyHHenAM, obecrneyrisaeTt
3aMnnCb 1 XpaHeHve MHGopMaLMM O CeTEBOWN aKTUBHO-
CTV 1 AeNCTBUAX NOMb30BaTENEN B KOHEUHbIX TOUKaX.

Mopynb WAF UserGate o
(penus oxunpaertca)

MpumeHerre Web Application Firewall cuntaetca
Hanbonee 3GpPeKTUBHLIM NMOAXOAOM K 3alluTe Beb-
pecypcos. Mogyns WAF skocnctembl UserGate
SUMMA ycTaHaBnmBaeTca Ha GU3NMUECKUi nnu BupTy-
anbHbI CEPBEP M MOXET BbIABNATL PazHOObpa3Hble
BMIbI aTaK. DTOT UHCTPYMEHT dunbTpaumm Tpadu-

Ka paboTaeT Ha NPUKNaAHOM YPOBHe 1 3alluLiaeT
BEO-NPUNOKEeHMS MEeTOAOM aHanusa Tpaduka HTTP/
HTTPS n cemanTnkm XML/SOAP.
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